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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF FLORIDA

MIAMI DIVISION
FLO KELLY )
on behalf of herself and al others similarly ) .
situated, ) DECLARATION OF THEODORE
_ ) GROSSMAN IN SUPPORT OF
Plaintiffs, ) PLAINTIFF'S MOTION
V. )
) No. 00-544
AMERICA ONLINE, INC. )
| )
Defendant. )
)

I, THEODORE GROSSMAN, declare as follows:

1. I make this declaration based on personal knowledge. If called to do so, [ could
and would testify truthfully about the matters set forth herein.

2. am currently a Seaior Lecturer of Information Systems and Acéou‘hting at -

Babson College in Wellesley, Massachusetts. [am a computer professional, with extensive

experience in both hardware and so&Wm, including the development and forensic analysis of
systems and applications software. Attached as Exhibit A is my resume. | am President of
Applied Solutions, Inc. a consulting company.

3. I'was asked to review the extensive literature and reports describing the problems

reported by users of American Online version 5.0 ("AOL 5.0") and to determine whether they

were caused by AOL 5.0. I was also asked to determine whether any of the problems reported by

current users of AQL .5'0 could be avoided for future copsum

AOL. ’

ers through further disclosure by
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4. Prior to forming my opinion, I obtained a copy of AOL 5.0 and analyzed the
changes it makes to the internal operating software of the users' computers. | conducted
extensive testing of the impact that installing AOL has on the functionality of other software and,
in particular, its impact on the user's ability to cormect to other Internet Service Providers
("ISPs"). Ialso reviewed the affidavits of several consumcrs who downloaded AOL 5.0 and then
reported problems using their systems. I also conducted extensive documentary and cormputer
research to obtain information about the cffects of the AOL 5.0 program. This research included
a review of AOL's web site, the Prodigy web site, discussions with technical support personnel of
other ISP's, and other publicly available information about the effects of AOL's 5.0 program,

5. It is my opinion that many of the problems reported by users of AOL 5.0 are
directly caused by the loading of the AOL 5.0 program. Alsa, the problems which many
consumers would otherwise suffer as a result of loading AOL 5. 0 could be prevented by, at a
minimum, waming users of the potential problems and, in any event, by AOL modlfymg their

software to ¢onform to the practices of other Internet Service Providers (ISPs).

6. It is further my opinion that AOL 5.0 is designed in such a way as to obstruct and
prevent users from successfully accessing other ISP's which are competitors of AOL. Also, AOL
could modify their software to offer the benefits and functions of AOL 5.0 without interfering

with consumers' use of competitor [SP's.

7. AOL 5.0 is & software program that allows AOL users to access AOL's

communication network, Opce connected to AOL's network, users may access a plethora of

AQL supplied and spounsored products and services, as wel] as being able to access the Internet
Unlike most other ISP’s, which use standard Microgoft products for accessing their network and,

subsequently, the Internet, AOL uses its OWn proprietary sofiware program for consumers to
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access their network. Also, while most ISP's allow consumers to use the two industry standard
software programs, called browsers, to surf the Internet, AOL copies onto its user's disk a
specially modified version of Internet Explorer. While most other ISP's and Internet sites (web
sites) have conformed to a set of apen standards, AOL has pursued a closed architectute that doces
unot conformm to the rest of the Internet community. Until AQL released AOL 5:0, the prior

versions of their software peacefully coexisted with most other ISP's software,

AOL 5.01IS MASS MARKETED

8. AQOL has an extensive marketing program to attract both existing users of older
versions of AOL software, as well as new users to their AOL 5.0 product. AOL mailers
containing a CD with the AOL 5.0 installation software have inundated consumers. I have
received several in the mail. There are also point of sale displays in many retailers offering AOL
5.0 for free in the same or similar packaging. Seg Exhibit B. Each of the brightly colored
packages offers e special opportunity to enjoy 250 to 500 hours of AOL fice of.chargc. Id. The
500 hours must be used in one month, thereafier, there is a monthly charge of approximately $20.
Consumers are also preseﬁted with the opportunity to avail themselves of AOL's services when
they buy new computers with AOL software preloaded on many new computers as well as the
ubiquitous point of sale displays. Lastly, should the consumer miss apy of those ofxportunitics,
they can also download free copies from AOL's web site on the Internet. See Exhibit C.

AOL 5.0 UNNECESSARILY INTERFERES WITH
CONSUMERS' ACCESS TO AOL'S COMPETITORS

S. Linvestigated the changes which AOL 5.0 makes to the components of the user's
Windows 95/98 operating system during installation, in particular the manner in which it

modifies the network and communications configuration of the usex's system. I have found that
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AOL 5.0 proprictary software modifics thic operating system in a manner likely to impair many
user's ability to access the Internct using the scrvices of ISP's other than AOL.

10. I';cy communications componeats of the Microsoft Windows 95/98 operating
system include the Microsoft Dial Up Networking Adapter ("DUN"), also referred to as the "PPP
adapter” which is used to connect the computer by modem with ISP's such as Earthlink and
Mindspring. Another is tl.lc TCP/IP protocol, which binds to the dial up adapter to allow
Windows programs such as the Netscape browser to send and recejve packets of data ;Jvcr the
Internet using the modem connection.

11. When an ISP provides customers with an installation package designed to connect
that customer's computer by modem to that ISP, the installstion software typically installs a DUN
profile on the user's machine which utilizes the Microsoft DUN Adapter to dial the ISP's modem
pool and cstablish the necessary connection. | As any number 61‘ DUN profiles may coéxist on the
same machine, a user who subscribes to the services of a i:articular ISP retains the ability to-
access the Internet through another ISP. Users are accustomed to being able to switch ISP's at

will or use multiple ISP's, either in search of superior service or in order to take advantage of

favorable offers.

12. Using AOL's free software obtained through normal channels, I installed AOL 5.0
on several different Windows 95/98 systems. I discovered that dunng installation, AOL 5.0
altered the Network conﬁ‘guration of the tested personal computers. In panic-u]ar, I found that,
unlike most software designed to connect the personal computer to an ISP using a modem, AOL
5.0 does not utilize the standard Microsoft DUN Adapter. Instead, it installs its own unique dial

up adapter, which is similar in function to the Microsoft DUN, but incompatible with non-AOL
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comumnunications software using Version 1.2 or earlier of the Microsoft DUN. In those cases,
with AOL 5.0installed, the user will not be able to connect to an ISP other than AOL,

| 13. kDuring the installation process, the user logs onto AOL's network to obtain
account information. Upon exiting AOL's network, AOL downloads further fileg to the personal
computer. At that point, the AOL software mcrcly indicates that it is downluadmg additional
software. It never gives the user an cxplanetion of the changes included within that software, nor
the opportunity to accept or decline those changes. In fact, this is the process that occurs each
and every time that a user logs anto thé AOL petwork.

14, The AOL adapter renders the version of Microsoft DUN present on. marny
Windows systems inoperable. The effect is that once the AQOL adapter is installed, the user will
no longer be able to access the Internet through any ISP but AOL. In fact, without AQL 5.0
installed on a computer, the typical ISP connection successfully uses the Mlcrosoft DUN Adapter
of thc computer. When AOL 5.0 is installed on the computer, it creates a conﬂxct with the
Microsoft DUN Adapter. The result is that packets of data cannof be sent successfully over the

connection using the TCP/Ip protocol, rendering the user incapable of accessing any web sites on
the Internet through their alternate ISP's.

15,

, @ consumer who
only uses AOL 5.0 to access the interget now, and some time in the future chooses to utilize an

alternate ISP, will not be gbje to access the ISP successfully, unless they download and instal}

Microsoft DUN version 1.3 or successfully uninstaj] AOL 5.0,
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AOL. 5.0 CAUSES EXTENSIVE DAMAGE TO CONSUMERS -

16.  ~Becausc AOL 5.0 crippled their computer systems, many AOL 5.0 customers who
utilize other ISPs for personal and business e-mail and other Internet services have suddenly lost
their ability to send and receive e-mail and access necessary communications services, Many
users were also forced to reimstall Windows in an effort to restore connectivity. Because AOL‘
5.0 adds components to the Windows operating systern which Windows iucorporﬁtcs during the
'msta]lation process, énmc users were forced to reformat their hard drive before reinstalling
Wihdcws operating system, in order to insure that all components added by AOL 5.0 had been
removed. After reinstalling Windows, users then needed fo reinstall all of their applications
software, a feat which could take hours, even if the user still has the necessary installation media.
In this process, which destroys all files and data on the hard drive, many users inevitably lost
irreplaceable data, such as key configuration data, documents the user has created, financial
information, e-mail, names, addresses and telephone numbers of correspondents, sprcidshccl

data and other personal and business records.

AOL ADMITS THAT AOL 5.0 CAUSES DAMAGE TO COMPUTERS

17. AOQL admits that loading AOL 5.0 onto individual consumers’ computers can

ceusc damage. For cxample, AOL supplies instructions in the frequently asked questions (FAQs)

section of their web site regarding solving the prablem with the AOL 5.0 software. Sce Exhibit
D. After replicating the problem, I attempted to use AQL's instructions. The instructions did not
resolve the problem. It was impossible using their instructions to restore my computer to its state

immediately prior to the installation of AOL 5.0.
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18. During the installation process for AOL 5.0, a question comes up on the sczen
asking the user whether they want “AOL 5.0 to be their default for e-mail, newsgroups, ctc.” The
uscr has the ability to reply “yes” or “no.” In fact, AOL's default for the question is "no." AOL
has publicly stated that the problem only manifests itself when the user overrides the default
and responds “yes.” When I tested the systemn I found that regardless of how I responded to

the question, the system malfunctioned and I was incapable of accessing my alternate ISP. In

any event, AOL never warmns the user of the possible ramifications of answering in the

aftfirmative or negative.

THE DAMAGE CAUSED BY AOL 5.0 COULD EASILY BE AVOIDED

19. It is my opinion that AOL 5.0 could have been designed to utilize the standard

Microsoft Windows compaonents, eliminating the problems users experience connecting to non-

AQL ISP's.

20.  AOL could avoid much of the extensive injury to consumers if it would simply

warn customers that AOL 5.0 might cause loss in connectivity to third party ISP's. However, at
no time during the installation process does AOL 5.0 warn the user that it is modifying key
Windows system components, and changing communications and configuration settings, such

that the user’s ability to usc non-AOL services is likely to be impaired.

21.  Other ISP's have also become aware that the AOL DUN Adapter prevents their

customers from using their service. As reported on the Prodigy web site, "This problem occurs
when there is a conflict between AOL 5.0 and an older version of the Dial-Up Networking

(DUN) component in Windows 95. This conflict digables Prodigy Intemnet or any other ISP so

that only AOL works." See Exhibit E.
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22. Microsoft has published a niumber of technical support bulletins describing.the
AQOL 5.0 problem. Se¢ Exhibit F. They indicate that the problem can be solved by either
dowanloading the latest version of DUN 1.3, or uninstalling AOL 5.0. However, the process of
uninstalling the AOL product is difficult and, even when complete, leaves many orphan software
files on the user's hard disk. For example, a so-called "solution" attrbuted to AOL Technical
Support on the About.Com web site includes three pages of single spaced instructions such as:

Make sure that the ONLY binding listed in this control panel with a check
mark next to it is the TCP/IP -> AOL Adapter.

See Exhibit G. ‘

23.  Inmany cases, downloading and installing a DUN upgrade from Mijcrosoft will
solve the problem, restoring the user's system's ability to access the Internet through an ISP other
than AOL. However, most users would not know that AOL 5.0 is incompatible with the
Microsoft DUN on their system, and would not know where to obtain th;: DUN upgrade. Even if
the user does discover that installing a DUN upgrade may restore connectivity ;Vith non-A;OL
services, downloading the needed DUN upgrade by modem will itself take more than one hour,
as the file is some 2.4 megabytes m size. The vast majority of AOL users arc techaical novices
and would also not possess the technical expertise required to install the DUN upgrade.

24.  Itis also possible for a technically knowledgeable user to manually remove the
AOL Dial-Up Adapter from Windows, and rcstore.the functionality of the Microsoft DUN
Adapter. However, again, most AOL users lack ﬂle technical knowle&ge, sophisticatio;x, or

expertise to undertake such an operation, Also, most AOL users, finding that they could access

AOQL, but not their other ISP, probably would conclude that the problem was the fault of the
other ISP. They would therefore blame the other ISP, while continuing to use AOL. In fact,
based on conversations with other ISp's technical support personnel, AOL has offered almost no
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problem,

25. It would also be a simple matter for the AOL 5.0 installation software to contajp
Computer code, which checks the personal computer, to determine the compatibility of AQL 5.0

with the version of the Microsoft DUN Adapter Present on that syster. Where appropriate, the

26.  The eXxtent of the changes which AGL 5,0 makes o the internal operating system
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF FLORIDA
MIAMI DIVISION

_CLASS ACTION NO. 00-544-Civ-GOLD/SIMONTON

FLO KELLY, on behalf of herself and all
others similarly situated,

Plaintiffs,
\
America Ounline, Inc.

Defendant.
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SUPPLEMENTAL DECLARATION OF THEQDORE GROSSMAN IN SUPPORT QF
MOTION FOR PRELIMINARY INJUNCTION

L, THEODORE GROSSMAN , declare as follows:

1. I'make this declaration based on personal knowledge.

2.

T'am currently a Senior Lecturer of Information Systems and Accounting at

Babson College in Wellesley, Massachusetts. I ama computer professional, with extensive

expetience in both hardware and software, including the developrent and forensic analysis of

systems and applications software. T am also President of Applied Solutions, Inc, a consulting

company.

3. I make this declaration to supplement my declarations dated March 7" 2000 and

March 217, 2000 in support of Plaintiff Flo Kelly’s Emergency Motion For An Order Directing
Defendant American Online, Inc. to Show Cause Why A Temporary Restrajning Order Should

Not Issue And For A Preliminary Injunction ﬁled against the defendant America Online, Inc.
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(“AOL”) based on tests and research I have performed, and information I received since those

declarations. These declarations are reaffirmed, readopted and incorporated by reference herein,

AOL 5.0 SWITCHES THE CONSUMER’S ISP AND MISLEADS

'HE CONSUMER
INTO NOT BE ABLE T

USE THEIR ALTERNATE INTERNET SERVICE
PROVIDERS

4. : .for the most part, of technically

challenged consumers. See Exhibit A. AQL has compiled very detailed analyses of its subscriber

base and understands its demographics, income levels, computer equipment, operating system and

technical knowledge. See Exhibit B. It is therefore aware, or should be aware, that its subscriber

base does not have the technical competence to understand the ramifications of some of the

questions asked in the installation process. Most of those same consumers would not be capable

of resolving the problems created by installing AOL 5.0, even with substantial

telephone support.
5.

When AOL installs its software on the consumer’s computer it changes the

?

computer’s default dialer to AQI, Therefore, i

it was changing the default dialer, had not explained what it was doing, nor had requested

authorization prior tq changing the default dialer. To undo the problem

Then the consumer would be able to dia} the alternate ISP This is not

necessarily a difficult step,
but for non-

intuitive users, they might never think of clicking on the arrow.

6.

."‘"9.;_."



Consumer that should the consumey wish to change his/her mind at a later time that theie is a

procedure for changing the default. Tt does not explain to the consumer that by answering “Yes”

they might not be able to send e-mail using their alternate service provider. Considering the

nature of the typical AOL use

AOL without authorization



8. In contrast to AQL, J uno, a free ISP service, provides a more complete

explanation when it installs its software on a consumer’s computer. The screen that appears is as
follows:

Set"lgpg as Default E-mai) P?Bgfam' :

If the consumer does set Juno as their default, it doesn’t impact their other ISP access.

-

AOL STATES THAT IT PROVIDES A SOLUTION TQ THE DEFAULT PROBLEM ON

ITS NETWORK — IF YOU CAN FIND IT

9. AOL states that it has provided a solution to the defayjt problem, mentioned

above, on its network ! One of the most challenging problems in using the Internet, including

1 M 3 y "
America Onling, Inc’g Memorandum jp Support of Motion to Transfer Pursuant 028USC. § 1484(a)

4



many proprietary networks, is navigating one’s way through the mass of information available to
the user. That is why search engines were developed. To access the technical notes provided by

AOL concerning the default settings of the consumer’s computer, the consumer would first have

to know to access the “keyword” AQL 5.0 on AOL’s network. The appropriate “keyword” for

this problem is either “help” or “AOL 5.0”. There, AOL provides instructions for attempting to

change the consumers system back to its original settings. See Exhibit . If the consumer did not

know the magic “keyword”, the consumer would be lost.

AOL’S INSTRUCTIONS FOR RESOLVING

THE PROBLEM. UENTLY DO
NOT WORK

10.  AOL’s instructions for resolving both the default issue and the alternate ISP access

problem frequently do not work. During my testing, I tested AOL 5.0 on several computers. On

one of the computers I used Microsoft Windows’ Uninstall Utility to invoke the AOL Uninstall

Utility to uninstall AQL 3.0 before being able to resolve the problems. While not necessarily

technically challenging, it isa process that the average AOL user would not be aware of, or

comfortable executing. On another computer, the uninstall process that was documented by AOL

did not fix the problem. Instead, I was forced to delete all of my Windows networking
components from my operating system and reinstall them again using my Windows Operating
Systems CD. This process is one that even the seasoned technician thinks at least twice before
undertaking.

~

AOL INSISTS ON LAUNCHING ITSELF EVEN WHEN A USER ATTEMPTS TO
CONNECT WITH AN ALTERNATE ISP C

REATING CONFUSION

AOL has inserted a function within AQL, 3.0 that launches the AQL, system

1.

anytime a consumer connects with an alternate 1Sp. When the computer is connectingfto the



alternate 1SP, a dialog box on the screen shows that the computer is conuecting to the ISP and
verifying the user’s password. When the ISP has completed the connection, it notifies the user
that he/she is connected to the ISP. All ofa sudden, the AOL program launches itself and
displays the AQL sign on‘ screén, taking ovér the entire screen — not a small box, on the computer.
The average consumer would have no idea what was going on nor what to do. AOL describes
the function as allowing the consurner to request the computer to contact and connect to AOL
anytime an Internet connection is established with ag alternate ISP. Common sense and logic édys

that if the consumer wanted to establish a dial up connection to AOL, the consumer would have

clicked on AOL, instead of an alternate ISP. That not withstanding, the option exists, and a

dialog box is available from the Windows task bar that allows the coﬁsumer to select from a series

of options of what should occur when a connection with an alternate ISP is established. The

options are as follows- See Exhibit F at 1.
* Automatically Start AQL

Display a dialog box asking if AOL should be started

* Blink the AOL tray icon

* Do not do anything

But, when 1 tested the function on two different cdmputers, one running Windows 95, the other

Windows 98, regardless of which option I chose AQL automatically launched itself and

purpose of this function is to allow users to access AQL through other ISPs, I found that clicking

on the “sign on” button merely produced an error message. See Exhibit F at 3.



AOL 5.0 PRECLUDES CONSUMERS FROM TAKING ADVANTAGE OF MANY OF

THE NEW FREFE ISP PROGRAMS
e AT TREE 10 PROGRAMS

12. Inrecent months there have beep many offerings of free Internet service. These

services are being provided by new 1SPs that are offering fiee access to the Internet in exchange -

for the consumer having to also see promotional advertisements for products and services. See

Exhibit G. The advertisements in effect pay for the cost of accessing the network. For those
consumers that have AQL 5.0, and are susceptible to the 5.0 access problem, they will never be
able to avail themselves of the free Internet access service being offered. This applies both now

and in the future. Once the average AOL consumer experiences the problems installing a different
ISP, they will revert back to the familiar and stay with AQL.

13. As part of my testing program, I attempted to install JUNO, a free ISP service

onto my computer after having AOL 5.0 installed. After installing Juno’s software, and

answering all of the appropriate questions, I was able to access Juno’s-network, but unable to

establish a TCP/IP session and access any Web sites. These were the same results caused by AOL

5.0 that occurred in my earlier attempts with other ISPs aside from Juno.

AOL IS GROWING FASTER THAN EVEN IT EXPECTED

14, This past March 23" CNBC, the financial television network, reported that AOL

disclosed in the past day that it has surpassed 22 million subscribers, CNBC also reports that

AOQOL said that the subscriber growth exceeds even its own expectations. See Exhibit H. It



AOL’s CLAIM OF NOQ RISK 1S MISLEADING
=t AP AU WISK 1S MISLEADING

I5. In the March 27® 2000 edition of TIME Magazine, AOL advertised for its service

and AOL 5.0. See Exhibit L. Inthe advertisement, AQOL states that there is a No Risk trial for

trying AOL 5.0. However ag set forth above, there is a risk to the consumer if their computer

Internet connection fails as a result of AOL 5.0.

AOL KNEW OF THE PROBLEM WHEN IT RELEASED AOL 5.0 AND HAS NOT

FIXED THE PROBLEM

‘ee month beta-testing period. See Exhibit J. The reports

describes the alternate ISP problem. See Exhibit K The software was released to the general

public in the beginning of October 1999. The problems have been known since the beginning of

the distribution of the product, yet AQL has chosen not to fix the problems.

17.



AOL HAS I’RQD.UCED AND DISTRIBUTED DIFFERENT VERSIONS OF AOL 5.0

AND POSSIBLY FIXED SOME PROBLEMS, YET CREATED OTHERS
18.

AOL has distributed different versions of AQL 5.0 over the past 6 months, I have

tested at least 5 versions as part of my opinion. In some versions certain functions worked

properly, in other versiong they did not. When 1 tested one of the earlier versions on a Windows

98 machine, at one point in my testing, I was Tepeatedly unable to dial an alternate ISP. It was

only after | uninstalled AQL 5.0 that I was able to connect with the alternate ISP.

19. AOL has the ability to fix all of the software problems associated with this lawsuit.

It has the ability to distribute 5 fixed version of the software through the Internet. Jt currently

makes a version of AOL 5.0 avai

tonsumer’s computers at that time.

i
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CERTIFICATE OF SERVICE
WE HEREBY CERTIFY that a true and correct co

1. Supplemental Declaration of Theodore Gro

Preliminary Injunction,

py of the fdllowing

ssman in Support of Motion for

Declaration of Colin Stecle n Support of Plaintiffs' M

otion for Tem porary
Injunction.

s}

Notice of Designation of Declaration Testimg
for Preliminary Injunction,

4, Declaration of Juan C. Cofino,

ny Regarding Hearing on Motion

Declaration of William J - Doyle I in Support of Motio

o for Preliminary
Injunction.

is, 200 South
I'and to: Bugene P. Assaf, Esq., Kirkland &

Ellis, 655 Fifieenth Street, NW, Suite 1200, Washingion, DC 20005 via Federal Express on this

(M ag of April, 2000,
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With So Much Subseriber Datz AOL Witks » Cautious Line on Privacy
By Nick Whotiold and (ean R, Simpson

03187000
The Wall Stiset Joumnal )

(Comyritt (c) 2090, Dow Jones & Compony, g

DaubleClick Inc. may be e current i boy of tntemet privacy, Bul wien it conmas to tracking online Iratits, few oonmpanies ae I a more.
povstul~ or hictltigry—-v Pposition than ﬁmca Orfiine inc,

The onlina service keeps racords an more fean 21 milion subseribers, Incluging names, audresses and credif-card mumibers, Whils AOL s3ys .
it dossn't watch ysaers” Ev,ala ot the Werldt Wide Web, its mystay does’sulomaqimny Yrack thefr movaments within AOL ‘s proprigtary service
~ including chal rocms, B-ma¥, news services ang oifier content - where usars spand Bsx‘b&‘l% aof thelr

tima online.
QL is probably siting on' a bigger wealth of ifomation about corsumers an any other entliy,” sayi Jetfriey Ninahy, director of media
convergence ut WPP Group PL OpitvyOne, a New Yoark ad agency.

hal trova-of data Gould bring huge TBvEnE i ADL were to patkags i for sale to feladens; banks, insurers and olhers dyitig 1o kiow. whict
AQL customers would be most ikely to snap up their products w? services.

Walking e cautious f - AL s9ys i has never soig data pboutits members' movements withia ite sysiam. *The nofion of Hiaving someone
track i‘nﬂﬁﬂdn&euse?s" g:ym'l’ir:? 0ok us In 2 diraction wa felt was inappropriate," says: Kathy Exshkln. an AOLsnrﬂer_vluo presiddnt.
Ste says AQL s privasy pol Gy Is "one of e skangest in he Industy.” o

Its feaves it oo fo use some of s valusble data. Like many marksters, it sefs names anid addresses of substrlbers 1o Junk-inallars, a
mng%;% distloses.in its. pri policy. Italso buys, Informaton ab);mt its nm\ms -~ such os ths type of cornputera aubsesi owns — from
outside suppliers and uses ﬂ}at d5ta to target advertising when a subscriber womes anfing, - R : :

AGL could galn another vich souee of data when # complaing iy propoved achuigition of Tiing Wamer Ine. The medin giant has infermatjon
on ha mamg.'}; Tnd Istoning nabits of the 65 s ugow, o

ear e 65 rilion housahaids that racolve i mnagazings and COs. ndead, privacy was o maj
conegm of fay 3 durkagmwntsqnatahgmngsabuutﬂmdear i Co-

Soma rival brling Service providers Bg?lmi\fﬁly Irack subswibare” maveynants and eelf what thelf surveilance fums up. For instancs
NetZargInc,, @ pmvlﬁerur frea Intamnet accacs 19 axiol

® Infoumalion ko defisor te s S V0 POISONE Profis about i s pars by tracking whera they go online,,
The company yses the Tafoomalion ko dafiver tapeted auwrﬂsemem lo its usars, aeconding by frs pdvsgy policy. NatZanm, higwever, ingists It
n’lmg with cutsidars sny of the personal Eformalnn about users, uriless ;ﬁey. cdnsen ta It '

Anottier ree Intarnet seryice ravider, CMG! Ine.'s 1auy oM, alsa coll  Information about where uvers of it sarvice go bniing k6 ean
tafior m’i&%mﬁ o &emp The company says that Et%ogsn‘t mnnectelﬁl data o its users personal Informration, though (s privacy policy
doasnt mention | . B . -

Making a dallcate cattulus of FTivacy and profits, AOL. has opiea  far 1o focus on aliraciing and keep 4 subiscribers, wha in tum lyre
Siverlisers to the Single largest audience gn lh'i'l‘nlqmsl_ HTOL m Iy begin eefing damlfag infnnmﬁq?;mt them, # could risk a '
backiazh by Sithecrbars and g reguiatory raview. Juet ook at DoublaClick, tha blg Wah ad-placement com ny that helps advertises ack
done nonline behavior. Its undor ivasbaatoe by the Federal Frade Commission oy polentl privacy viokahon, The company says it has
donenuﬂﬂngwmng : i : R - - : .

Brcause fawa govaring Inlamet privacy ara aither nonaxistant O oasted, AOL subseribars musst rely on the campany o keep information
about them private. Some privacy agh cy 28 wonry fhet, despite AQL s Assurances that if hag n&verreéyom Navigational data aboul its
subscribers and doesn§ plan {o start, the compeny coukd sliiply do whal ofher compantes have dopg: changa policy,

Jwon't speak 1o our policy changing= s, Bushkin, the ADL executive, Consumer and poliieal stiftudas about anlide surveliienpe
might change, but tie envimnmemgmm in e otiver direction as well” she saye. *] think %'ﬁre in the era where Peaple are evaluating
privacy. : : . . -

Sqmewtiere within AOL s natwork I3 8 computer containing informia n 2bout whers indiviuals have _gme within the AOL servica But an-

AQL spokexman says these tecords o hdgiuduzﬁs !eggnw I dlhfga.ﬂt 1o relidve, endv‘XDL doesnt rairiavg tham, "Tha &yslem was not

Confiuad iy iy incividhiakzed data he s Y eve, -

The onine Ymen Wiis navigational data in the agyc & fo dalerrnine which ansas of jig servics dm most popylar and which are not,

{:&?gs- g\‘d QL doesn't O'Dmites.ﬂ the infoanation by h%g;ngea ort:mer demographic freasuremants, IE;‘ adds, ana%?_?m‘t utad (o market (o
whividual : Wer f !

Ammhmmmaibembu 1 #he AL Siore, what s tickets they crder i i MavieFane cke Brvice, and iwhat
they Usten to an its Spinner,com lmerge( ratio sewieeofe'\fm#e ilmuses e’ AOL s gmreoomsmmgg’mk& G &“melggegmdﬁw?oﬁg?s to ADL
usecs, the company says it dopsit ey Spinner.com and MevieFone Lrarezction records to ajm adverticements al ysers )
AOL saysiis systein “anon lie,s"'users’h:a 19 on the Worid Wide Web 50 that he company an Individusl 1o the Web stien haor
she visitg, 1“'?131 meang Aolmoesnfi do the kirﬁ of on%ie prﬁl?x‘ng pursued hy Doublecﬁdg am‘f:fﬁ"e}i"“-‘ e C

The company says it goes ko great lengths 1o ke 0 subseiber Information confidentiat. AOL kegps Jiy Inlernally ganeratey usar dala separate
from: the nformation It buys frem uym;e Suppliers. whigh conpfie dmmm. shegping hls;lnr;"s xﬁmher pe’;s%nal dotalls aboyt -
}Tgt“mﬁﬁﬁi brcause gg:latt oulside infoririation g maintained separatety ADL % membeml%p les, il troi'l be accessibla Io, gay, sn

1

AQL daes matcly the oulgi = lists” narmes witn ﬂsﬁwnmémbersmpl}sl. Ta preserve tinlity, thase iber nay thep tagged
vﬂlhlh!e‘quhmgtda‘ : 2 2l [dentifies them a3, for ar lo: 3 person tialy ko be earming e 2 DL ot aows RG] "
iargeted st o ) o8 a0 o e o ampl Uﬂ: n;z:mm 8ly o be eaming mine than s.ieo.ooo.%‘mt allows AOLC o se
This AOL spok y

e Esmsn Sedfines tn spé Cify what kinds of oulside Infarmation iie company buys, pr from whom i buys It The comy any's
v poficy says AQL Uses “publicly avallabie constmer data” o fie members o holg h pos 3 10 Moke ored whis
adwerfxsgng they see. The Spokesian ddds that only abowt 2% of AQL ‘s ads are ma@ﬁ‘iﬁ,ﬁﬂ;&”&'f‘ff&%&%ﬂé? feke and which
he collection of sy Informiation — frsye of people with bi heu: : 19ark < Js i
the dire et fing industry. L:'F{e oo ] © with big F25, Or parenty orhna\_ry cradit-card ysapg ~lag widely accopted practice in
Publications' mailing fists igysend so!iu‘t;l?v}hﬁgrlér pamﬂ:?fem?"a * Co- the publsher of The el Street Joumal, buyy other -
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H you sbent sure whether 1o make AOL X Wit sokware for Web pages, ernail gnd VP IO houtd you da? Here mre gorme Bots 1o help yau
nrake 8 doclsion. ’ ’ )
- The Windaws emirorament allowe users lom:maumsn ihe “defaul”

10 sliminale Kconvenient eleps lo accetelng the ktermet, America Onfine version:
L when eccessing Kiemet content and sevcss,

eGP, You Wl save the Hime and oBr  take to sepdratsly sekoct and laumel

5.0 uses this Windows Reature to give you 2 &hokcs Lo automatically use AQ
~ Kyou make AOL your defagt cholce br Web pages, e-mall and Itemet
specific intemet applicatiorn.
~ ¥ yau use atheér ISP for e4mall, news groupa or Web Pages, anef ofick "Yes” to make ACL your defaul rofivare, you can atil use the cdher sendces, but
rrigfit ox perience some difficuties In dolig wo. Therefore, If ' t

c ! ¥au fequerily use olher ISP, yai may want to angiwver "No® at the prompt, Nete: If you ume another
intemnet Senice Provides (5P} only i i Y

. r the pupose of connesting fo the kledet , and then use America Orlitie kor dwerything alss, eBeki "Yes” ta make AOL
¥OX detaut coffwate may save yau tine and effor. , e e e

EXHIBIT D
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v; for Web pagey, e-mail and newwgoyps

1. Cloxe AQL and all demet appications that you tarve epen.

2.0 the Wirekoaws Start mériu, poik to Sattings, then ckck Contrul Panel,
3. Doubde clck the Internet Options icon. The Infamet Propsries window wil sppear.
4. CEck the Programe tab,

5. In the Intamnst Programs wes, you must change your defagt orWes pogey, e-malf and mewEgroups separlety, -
~Ta change yoir defsult e-mal reader, ssiaet your prskreéd dpplikcstions 4
—~To ctange your dotaull rewdar, sedoet your pritamed appical

— To change your defayk appication for Wels pages, click to check the box besida Wternet Explorer should check to
See if il is the default browser. t ' . ' '

6. When you are finished selecling your defautls, click Apply, then click Olk. o o

7.1l you have changed yaur defauk application for Web Pages, you will also need 1y start Microsoft Intermest Explorer and
vdien yau are asked if you would ke fo make Imernet Explorer 5 your default browser, ciick Yes,
Notes

~ On some versions of Windows, it internet Optio
Newsgraups is just labeled "News™ and E-mafl is
=~ On some versions of Windows yoil have the apti
defauk for Web Page

— If you previgusly those another appkcatio

ns jcon is just labeled "Internet.” And undef the Programs tab,
Just labeled “Mail.

on fo Click Reset Web Settings butfon in the Connectidn 1sb to resel your

N 85 your defouk sofware for Wab pages, e-mail, and newsgroups, and now you.
wart to make ADL your defauk software, an asy way fo do this is to use the Assacations preference, On the My AOL meiu -
on the ACL toolbar, cfick Preferencos. Then cick Assdciations. A confir

) _ mation soreen will appear asking whether you'd Bke
o make AOL your defaur software, Click O,

For more information, see;
About making AQL your

Like cther intemat Serdce Providers (I5Ps), AQL. Installs sofware that

rrakes it possible to diaf ko our netwaik whan you wark to go onling using

AOL. Tha Wintows: operal  system sflows for w wingle default dialer. fyou
m\am@mmm.mcﬂ@wma@mmmm ' N
defatdt. However, you can o ady diaker, whether i 1 defsul o not, by davtde-clicking the Appropriste icon.

To change your default daler

1. close"AOL and all Inernet applications that you have aper. ‘
2. On the Windows Start menuy, point to Seitings, then click Cofttrol Panel,
3. Double Glick the Internet O

: ¥ foon. The Internet Propertias window wil agpear.

4. Click the Connections tab - : o :

& i the Dist.up sattings irea, chouse e diaker software you would kka to usa by clicking fts name. .

G. Make sure eifhier Dial whenever a Detwork connsction is not present or Always dial My default connection is-
selected. , ' -

7. Click Set Defau.

8. Click O, Windows wifl rese the dialer as requested.
9. Exit the Control Panel,

Notes

- Dizler software usually confains the name of he brang of ISP you would fike to use:

- O soine verstons of Windows, the Iriternat Options icon s just labeled “Internat " _

= If you ara using Internet Explorer 4.0, from step 3 above, olick the Connections ab, then click Connext to the Internet.
using a modom, #han ¢lick Settings, then choose the dialer software you would fke 1o use & s name 1

the folowing Dial-Up Networking Connection fokler. Gick Ok Then click Ok again to clos '

by
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Kopedia

By Reshma -
03272000 - .

Reuters Engish Naws Sdrviem -

{C) Routors Lénfled 2000,

NEW YORK, March 22 1 terx) - Shares of America 118 Inc_ree Wednesd: after v No. 4 mtmmmviwuxnpmvawwvm
ACL"s sj&mbn ban(nr; lh&ul 0 parcart since D&mw o fther eign H\ﬂlb planned union with Tima Warmer ks not sapping the
Company’s perlonrarcs.

Staros of Dutses, Va unyoa ADL vere 314 Ngher ag 701318 Piodrescay »
mm;zbmnﬂuﬁeJamny L Tie Warner tha,
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ANG Laxt week, AU salg [Lw2s buyiog ol or BeesAnn AG Y stake Of theft 59790 jokn vennge & ADL Europe ang aQL Ausuatia, & move
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Evropr, whara calutar phons uvs i myeh Benodor tam In e Unilgg Stales_ A a result, AOL (s wek-pesitoned for 83 noes with nirctoss
pariners in o morket vlih enricne TrowEL pamnsal,
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ohadowland

A drama looks at mental
illness, with empathy

MERE'S NO LACK OF CRAZY FOLKS
on TV. As in Stark Raving AMad, as
in "euckoa for Cocoa Puffs,” as in,
that Dharma? Woo, is she cra-a-zy!
Mentally ill, though, that’s another
story. "The shadow people,” as the psy-
chiatric drama Wonderland (aBC, debuts
March 30, 10 p.m. E.T.) calls them, per-
vade overstressed hospitals and pre-
cinets in real life, yet lurk invisible in
pritne time's institutional dramas. This
literate and impeceably executed series,
alas, may prove why, From the opening
scene of a patients” group session devolv-
| Ing into a shouting match, to the story of
. a multiple murderer with a Zeus com-
[ plex, Wonderland all but begs viewers to
i fip to the comparatively cheery blood-
- baths of ER.
That would be a shame. Wonderland
{ is nut «boul craziness. Its much repeated
mantra and true theme is “balance”—

n
H
o0
bl o
8
i
N
i’

HEARTS AND MINDS: Cast members
Levine, Martin Donovan, Michelle Forbes

mentel, professioral and personal. It's a
frustrating goal for both patients and the
well-cast staff, such as Dr. Robert Banger
(Ted Levine), who juggles chaotic patient
evaluations with Zen cool (he’s the Phil
Jackson of psychiatry) while fighting for
custody of his kicks in his spare timc,
Ultimately, Wonderland disturbs not
because it is violeat or loud—though it
can border on pathos—byt because, un-
like erime or imjury, its subject defies
easy blame anc| explanation. But creator
Peter Berg (Very Bad Things) balances
its starkness with wTiting of remarkable
empathy. As Banger says at his custody
hearing, "I have a tremendous respect

Ted Graossman
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for [my childr. =n's) minds, for the beauty
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tremendous tespect for its audience's
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MVANET AOL 5.0 Alent e, . hup:/fwww.mva.nevaols himj

MVA.NET AOL 5.0 Alert

————

—————

MVANET strongly requests

its customers read the following before downloading & using
AOQOL 5.0,

Heeding this warning could save you
hours of down time reconfiguring your computer!

THE PROBLEM:
AOL Downplays 'Evil Connectoid' Bug in New Version
October 12, 1999

By Brian McWilliams
IntemetNews.com Cormrespondent

ISP News Archives

Referred to by some testers as the "Evil Connectoid," the bug appears to affect
primarily AOL users who also have LAN connections ot accounts with other
Intemnet service providers. Installing AOL 5 can reset or misconfigure the TCP/Ip
settings of such users, rendering their Intemet connections unusable and geuerating

“server not found" ruessages whenever they try to connect to Web sites,

¢ » however, ina subscquent posting by an gmACHMENT l EXH
AOL staff member leading the beta test effort. T .

"We can neither identify nor eliminate all bugs,"
isan't perfect -- few lhmgs eVer ate, In 50me cages on some folks' ' . f
installing tiddlywinks ks' machines, | believe
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America Online (AOL) spokesperson Anne Brackbil] said Tuesduy (at the
company's support call center had received "an infinitesimally siall” number of
complaints about the connection bug in AOL 5, which has been downloaded by
three million users and is curtently being promoted on the service's sign-off screen.

"We will monitor it very closely and I'm not belittling what may be an issue for
someoue, but it's almost ot noticeable in terms of the number of calls we've
-received about it," said Brackbill, who noted that 92 percent of AOL's 18 million
subscribers use the service as Uieis only Internet connection,

Oue affected user, John O'Hara, a software developer in New York, said he spent
most of the past weekend trying to undue the damage from installing AOL 5.0,
O'Hara said the loss of hjs Internet connection created a Catch-22 situation which
toade it difficult to get help from AOL or other sources.

"1 think this is the tip of the iceberg. Once you lose access and they trash your

winsock, you can't getto them. I'm fairly technical and could box my way out of
this, but for the home user, this is going to be a nightmare "

According to numerous reports on'AOL public message boards, the company's
telephone and onlige technical support staff have been unable 1p rectify many AOL
5 users' access problems, One fix recommended by AOL online staff involves a
multi-step process of emptying the browser cache, purging history files, removing
and re-installing the AOL TCP/IP adapter, installing & new winsock.dll file, and
reconfiguring the browser's Internet connection,

Brackbill said AOL has no immediate plans to add ihfommliun about avoiding the
problem to AOL 5 installation instructions or to a list of frequently asked questions
in the AQL 5 Upgrade area.

Some users on the AOL 5 public message board, however, are calling for the
company to stop distributing the software untl the bug is fixed.

"AOL, please fess up to the problems with 5.0, warn people about it, fix it and tell

us that you have done 50, or pull it," wrote one user, "Don't leave youg customers
vulnerable and in the dark!"

AOL had a number of reasons for promptly tEleasing AOL 5.0, which was in beta
for just over three months. Besides bringing the client software into Year 2000

delayed online photo
, developed in conjunction with Eastman Kodak, called You've Got Pictures,

But some users speculate that a key reason fo
desire by the firm to mark the 10-

in October 1989 - 5 motivating factor referred 1o by AOL CEO Steve Case last
Tuesday during a launch ceremony for the software,

[ Excert: NT Times}

America Online sh

owed off its new baby to the world Yesterday. But it could
become a monster.

In some cases the new AQL 5.0 can take over 5 computer and knock out other

connections to the Interpet, Users who innocendly select the option to make AQL

ttie default web browser can find themselves with nowhere else to tury, Users who )
install it at work can also lose access to other programs an their network.

e Intemet and the
numbers, which are stored

In tests at The Post, severa] VISCIS, using versions from thy
CD-ROM, found that their DNS (Domain Name Server)
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'

within Microsoft Intemel Explorer, were erased and had (o be tmanually re-eniered,

The only solution was to uninstal] AOL 5.0 and replace it with AOL 4.0, Microsoft
Internet Explorer is the default browser of AOL,

"I's not a good program to install on a network,"
representative told The Post,

4.0. The new one is a real big
set to-disable your DNS

an AOL technical support

“We recommend you use the 16 bit version of AOL
program and it's kind of greedy, so be careful.. It's
settings and attach itself to Internet Explorer.”

webmaster@mya.net

T tay
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Installing AOL 5 in Win
Non-AOL DUN Counnections ~

The information in this article applies to:

dows 95-Causes Problems for

* Micresoft Intemet Explorer versions 2.0,3.0,3.01, 3.02, 4.0, 4.01, 4.01 Service Pack 1, 4.01 Service Padk 2, 5 for Windows 95

SYMPTOMS

Afler you install America Opline (AOL) 5 . a computer numing Windows 95 without Dial-Up Netwarking (DUN) 1.3, you may net be able to
browse the Web with nen-AQL DUN comn;

ecticns, For example, Intemet Exploger may be unable to browse the Web using eny Intemet. service
provider (ISP) other than AOL, After you counect to a naa-AOL ISP wmd type a Web address, You may receive the following messaps;

The page cannot he displayed

RESOLUTION

Removing the AQL Dial-Up adapters iu Device Man

v ageralluwsyuutocmned.t
the ability to comect to AOL. To remove the AQO

L Dial-Up adapters:
Right-click My Compater, and then click Properties,

o the Intemet using other DUN camections, However, this removes
1.

2. Click the Device Manager tab,

- Doubleclick the Network Adapters branch to expand it.
- Click an AOL adapter, and then click Remove,

- Repest step 4 for any additional AQL, adapters,

6. Click OK_
To zeinstall the AOL Dialtp adaptexs, reinstall AQL,
Additional query words:
Keywords : kb3rdparty dun maiewsss
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